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Abstract — The paper considers methods of the naive
Bayesian classifier. Experiments that show independence
between traits are described. Describes the naive Bayesian
classifier used to filter spam in messages. The aim of the
study is to determine the best method to solve the problem
of spam in messages. The paper considers three different
variations of the naive Bayesian classifier. The results of
experiments and research are given.
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1. INTRODUCTION

Spam e-mail is a problem that determines the
significant economic impact on society. Spam is a waste
of time, storage space and communication bandwidth.
The problem of e-mail with the accumulation of spam is
gaining relevance. According to the latest statistics,
54.61% of all emails are spam. This is about 15.4 billion
emails per day. That is why spam filtering using the
naive Bayesian classifier is a topical issue for research
[1, 5]

The choice of naive Bayesian classifiers to solve the
problem of spam filtering is due to the fact that today
they are the most widely used filters for spam
classification. They are used in free webmail servers and
open source systems [3, 8].

The naive Bayesian classifier method has some
advantages over other classifiers that can be used for
spam filtering. The paper describes: prediction of the
test data set class and the naive Bayes classifier, which
works in multi-class forecasting [6, 10, 12].

II. METHODS OVERVIEW

A. Statement of the classification problem

Spam filtering is a type of text classification task, so
the following model of the classification task should be
used. Statement of the problem of text classification [7,
12]:

Let e = {dl, d2, ..., dm} be a set of text documents
with a set of features W = {w1, w2, ..., wn} (ie each text
document di = (wl, w2, .., wn) and a given function of
the distance (metric) between objects p (di, dj), where
di, dj € D objects.

25

https://doi.org/10.31713/MCIT.2021.06

Oleksandra Dypko

department of artificial intelligence
Lviv Polytechnic National University
Lviv, Ukraine
oleksandra.dypko.knm.2018@lpnu.ua

The classification function is a function C = {ClI,
C2, ..., Ck}, which unambiguously corresponds f to
each object d € D cluster number y € Y= {1, ..., k},
k < m.Itis necessary to find such a function f * that

Q (f*,C,p)=min(Q(% C, p)), where Q (f, C, p)is the
chosen criterion of classification quality.

B. Naive classifier of Bayes

The Bayesian classifier is a broad class of
classification algorithms based on the principle of
maximum posterior probability. For a classified object,
the probability functions of each of the classes are
calculated, as well as the back probability of the class.
The object belongs to the class for which the rear
probability is maximum [2, 4].

The Bayesian classifier is based on the Bayesian
theorem — one of the basic theorems of probability
theory, which allows to determine the probability of any
event A provided that there is another statistically
interrelated event B (Formula 1) [1, 6]:
P(B|A)P(4)

P(AlB) = ZE

1

Using formula 1, we can calculate the conditional
probability P (A | B) that an event A took place, if event
B was observed as a result of the experiment, with the
known probabilities of occurrence of events — P (A) and
P (B), and the conditional probability of occurrence
events A with existing B - P (B | P).

Suppose that for each class Cj € C we know the a
priori probability P (Cj) of the appearance of an object
of class Cj and the distribution density P (d | Cj) of each
of the classes, also called the likelihood functions of the
classes.

According to Bayes' theorem, the probability that
document d belongs to the class Cj is calculated as
follows (Formula 2) [1, 8, 11]:

P@ICHP(C)

P(Cjld) = “HEDED,

)

where P (Cj | d) — the probability that the document
d belongs to the class Cj, this is what we need to
calculate; P (d | Cj) — probability to find document d
among documents of class Cj (density of class Cj
distribution); P (Cj) a priori (unconditional)
probability of the class of occurrence of the document of



Modeling, control and information technologies — 2021

class Cj; P (d) —unconditional probability of appearance
of the document d in the body of documents.

The value P (Cj | d) = P (d | Cj) P (Cj) is interpreted
as an a posteriori probability that the object d belongs to
the class Cj € C.

The most probable class C * to which the document
d belongs is the class for which the conditional
probability of belonging of the document d class Cj is
maximum (Formula 3) [1, 9]:

3)

It is necessary to calculate the probability for all
classes and select the class for which the probability has
the maximum value. By Bayes' theorem (Formula 4):

C x=argmax; P (Cj | d).

P(d|Cj)P(C))

C * = arg max; D

(4)

According to the solved classification problem, each
document d € D = {dl, d2, ..., dm} is given by signs
with W = {wl, w2, ..., wn}, ie each text document di =
(wl, w2 , ..., wn). For this model, the features of the
document should be considered some characteristics
associated with the words contained in it.

The next step is to make an assumption, which
explains why this algorithm is called naive. It reads as
follows: the denominator can be omitted, because for the
same document Bip the probability P (d) will be the
same, which means that it can be ignored (Formula 5):

)

Also in the model of the naive Bayesian classifier it
is assumed that all the features wl, w2, ..., wn of the
document d are independent of each other. It is clarified
that the position of the term in the sentence is not
important.

C = argmax; P (Wl,w2,...,wn | Cj) P (Cj).

Thus, the conditional probability P (w1, w2, ..., wn |
Cj) for the features wl, w2, ..., wn can be represented as
follows (Formula 6):

P (wl,w2,...,wn|Cj) = [I;P (wi|Cj). (6)

Thus, to find the most probable class for the
document d = {wl, w2, ..., wn} using the available
Bayesian classifier, it is necessary to calculate the
conditional probabilities of the document d for each of
the presented classes and choose the class with the

maximum probability (principle of maximum a
posteriori probability) (Formula 7):
C = argmax;[P (Cj) [[;P (wi|C)Lj=12. (7)

Therefore, it all comes down to calculating the
probabilities P (C) and P (w | C). Calculating these
parameters is called classifier training.

III. REVIEW AND ANALYSIS OF DATA

A dataset consisting of a set of SMS messages
should be used for this study. The dataset contains
information about SMS-messages, each of which
belongs to one of the categories — "spam" or "ham". The
total number of records is 5572. After performing a
preliminary analysis of the dataset, you need to remove
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the attributes that will not be necessary for remote data
processing. In Fig. 1 below shows the structure of the
dataset.

<class ‘pandas.core.frame.DataFrame’>

RangeIndex: 5572 entries, @ to 5571
Data columns (total 2 columns):

#  Column Non-Null Count Dtype
® category 5572 non-null  object
1 text 5572 non-null  object

dtypes: object(2)
memory usage: 87.2+ KB

Figure 1. Figure 1. Dataset structure

In fig. 2 shows the first 10 records of the dataset,
namely the three features. Each entry in the columns is
text, in the first column of unique values only two:
"spam", "ham"; in the second more, because they are
text messages from different people, so the same
messages are very rare.

category text

Go until jurong point, crazy.. Available only
Ok lar... Joking wif u oni
Free entry in 2 a wkly comp to win FA Cup fina...
U dun say so early hor... U ¢ already then say...
Nah | don't think e goes o usi. he lives aro
FreeMsg Hey there darling it's been 3 week's n...
Even my brotner is not like to speak with me.
As per your requesl "Melle Melle (Oru Minnamin

WINNERI! As a valued network customer you have...

R A R
E

Had your mobile 11 months or more? U R entitle...

Figure 2. The first 10 records of the dataset

A. Experiments with the Bayesian classifier

During the experiments, different variations of the
Bayesian classifier were compared, namely the
Bernoulli classifier, the Gaussian classifier and the
polynomial classifier. You need to determine the
correctness and accuracy of each of them to understand
which one is best for filtering spam in messages.

You first need to analyze and review the dataset, and
then you need to remove any characters that are not
letters except the space, and reduce the case to
lowercase for better classifier performance.

The next step is to remove words that are very
common but do not make sense in the sentences. In
English, these are articles, pronouns, prepositions that
stand next to words.

The naive Bayesian classifier uses the TF-IDF
statistic, which exists to evaluate important words in
documents.

TF (word frequency) characterizes the ratio of the
number of input specific words to the total set of words
in the documents. IDF (inverse frequency of the
document) characterizes the inversion of the frequency
with which a particular word is used in the text.
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The value of the statistical indicator TD-IDF for each
word

Figure 3.
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In fig. 3 presents two columns, the first of which is a
pair of numbers: the number of the sample element and
the unique token of this element; the numbers in the
second column are the calculated TF-IDF value, which
means how important the word is in the text.

The next step is to learn the classifier model and the
prediction itself. To do this, the dataset is divided into
two samples — test and training in the ratio of 25% to
75%, respectively. As already mentioned, we will teach
three models of the Bayesian classifier.

The results of the prediction of different variations of
the classifier (Fig. 4):
Multinomial Bayes

Accuracy score:
Time for trainig and prediction:

08.9575856443719413
B.24386872158813477

Figure 4. Estimation of correctness of prediction by polynomial
model

The result of the polynomial model, presented in
Fig. 4, shows that the accuracy reached approximately
95.8% and 0.2439 seconds were spent to perform the
classification (Fig. 5).

Gaussian Bayes

ACCUF‘BC)’ score:
Time for trainig and prediction:

08.8501625883632469
2.1847945822583681

Figure 5. Estimation of the correctness of the prediction by the

Gaussian model

In fig. 5 shows that the accuracy of the classification
by the Gaussian model reached approximately 85.9%
and 2,104 seconds were spent on the classification
(Fig. 6).

Bernoulli Bayes
Accuracy score:
Time for trainig and prediction:

68.9706262153344209
8.69460822518528564

Figure 6. Estimation of the correctness of the prediction of the
Bernoulli model

The result of the Bernoulli model, presented in
Fig. 6, shows that the accuracy reached approximately
97.06% and it took 0.695 seconds to perform the
classification.

IV. DISCUSSION OF THE RESULTS OF THE EXPERIMENTS

Given all the results of the experiments conducted in
the previous section, we can say that the naive Bayesian
classifier Bernoulli best solves the problem of
classification of spam messages, as this problem is most
common in various messengers and online platforms,
where spam attacks spread quickly across the platform,
so to resist, that is, to block at the beginning of the
attack, you need to quickly adapt the template to new
words.

Consider the difference between the three different
functions of the Naive Bayes family that we used in the
previous section, namely the Bernoulli classifier, the
Gaussian class, and the polynomial classifier. The paper
determined the correctness and accuracy of each of them
to understand which of them is the best for filtering
spam in messages.

To compare different variations of the naive
Bayesian method classifier, accuracy estimates, program
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execution time, and a confusion matrix should be used,
which shows the percentage of positive / negative true
and false values.

First, a comparison of the accuracy of each method
in tabular and graphical form should be presented. Each
algorithm first learns from the training data, and then
tests on the test. To determine the accuracy of the
algorithms, you need to use the built-in
sklearn.naive bayes library .score () function. The input
function takes two parameters: X and Y, which are the
educational part of the sample. The function returns the
average accuracy of the given data.

TABLE 1. COMPARISON OF ACCURACY OF PERFORMANCE OF
DIFFERENT VARIATIONS OF NAIVE BAYES

Method Accuracy Time
MultinomialNB 0.9575856 0.3036868
GaussianNB 0.86405655 2.02284264
BernoulliNB 0.974986405 0.8595001

In the table. 1 presents a comparison of the accuracy
and execution time obtained during testing of each
method from the naive Bayes family. For a better
understanding, each of the relationships should be
presented in the form of bar charts (Fig. 7).

Comparing accuracies for diferrent Naive Bayes

100

MultinomialNB GaussianNB BernoulliNB

Figure 7. Comparison of the accuracy of different models of the

Bayesian classifier

In fig. Figure 7 presents a comparison of the
accuracy of classification with different variations of the
Bayesian classifier models. There are three variations,
namely: MultinomialNB, GaussianNB, BernoulliNB on
the X axis. On the B axis, the value of accuracy. From
fig. 7 shows that Bernoulli's model performed the
prediction with greater accuracy. In turn, the polynomial
model performed the prediction with slightly less
accuracy than Bernoulli. Specifically, the Gaussian
method of classification of the naive Bayes family lags
behind in comparison with other models.

In fig. 8 presents a visualization of the comparison
of the execution time of each classifier model.

Comparing time for diferrent Naive Bayes

15

10

MultinomialNB

GaussianNB

BernoulliNB

Figure 8. Comparison of program execution time by different
models
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In fig. 8 presents a comparison of the classification
execution time with different variations of the Bayesian
classifier models. Variations such as MultinomialNB,
GaussianNB, BernoulliNB along the X axis are
presented. From fig. 8 shows that the Gaussian model
performed the classification for the longest, more than
two seconds, in turn, the multinomial model performed
the classification on the same data in about 0.3 seconds.
The execution time of the Bernoulli model is about 0.9
seconds.

CONCLUSION

The presented study considered widely used
variations of the naive Bayes method and their
belonging to the problem of classification of e-mail that
contains spam. Descriptions of algorithms, and also
comparison of their productivity are presented. The
results of the experiments showed very promising
results, especially in two of the three functions of the
Bayesian classifier.

It is established that the current problem of spam
filtering in e-mails is best solved by the Bernoulli model
of the naive Bayes method, because this model has
achieved the highest accuracy and productivity. The
Bayesian multinomial model, despite its slightly lower
accuracy, is also noteworthy.

The naive Bayesian classifier method has some
advantages over other classifiers that can be used for
spam filtering. Thus, we can distinguish the main ones:
the prediction of the test data set class and the naive
Bayes classifier. Predicting the independence of the
naive Bayes classifier compared to other models, such
as logistic regression, the method works better.
Accordingly, less training data is required for work. The
classifier works well in the case of categorical input
variables compared to numeric variables, because the
numeric variables have a normal distribution.
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