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Abstract—A decision support system has been 

developed that allows assessing the risk of failure of 

elements and components of complex technical systems 

using artificial intelligence. The proposed algorithm for 

the functioning of a decision support system implements 

the task of automating the process of assessing the 

technical condition of complex systems. The use of the 

proposed decision support system for assessing the 

technical condition of complex systems will improve the 

reliability of operating systems with insufficient 

information about their technical condition. 
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I. INTRODUCTION 

To assess the reliability of complex technical 
systems (CTS), various methods based on the methods 
of probability theory and mathematical statistics have 
been developed and applied, which makes it possible to 
automate the process of assessing the reliability of 
elements and components of systems [1–4].  

However, the stages associated with supporting 
decisions made to ensure reliability based on the results 
of its assessment for СTS are often not automated. As a 
result, the quality of decisions made to ensure reliability 
indicators of the СTS significantly depends on the 
qualifications of the personnel servicing the system [5]. 

Evolution in information processing leads to the 
actualization of the task of not only automating the 
process of assessing the reliability of elements and 
components of complex systems, but also to the transfer 
of part of the intellectual sphere of human activity to the 
sphere of automation of making and supporting 
management decisions in the field of ensuring the 
reliability of СTS [6].  

The creation of intelligent decision support systems 
(DSS), in the context of progress in the field of 
information systems and technologies, finds significant 
application in solving complex, difficult to formalize 
problems, in particular, diagnosing the reliability of 
СTS.  

Distinctive features of problems that are difficult to 
formalize are the incomplete amount of initial data of 
the problem being solved, inaccuracy, heterogeneity, 
and significant computational complexity [7]. 

The purpose of the study is to ensure the reliability 
of elements and components of operated СTS based on 

the use of an intelligent DSS for assessing their 
technical condition.  

The objectives of the study are to develop a DSS 
with insufficient information for assessing the technical 
characteristics of complex systems. 

II. MAIN PART 

To assess the technical condition of the СTS, a DSS 
is proposed. In such a system, unlike classical artificial 
intelligence systems, the following is carried out: 
modeling the subject area, and not the actions of an 
expert; application of probability theory and decision-
making theory instead of attempts to “take into account 
uncertainty” using production rules of the form “IF.” 
For the practical implementation and operation of DSS, 
it is necessary to link the developed models to an expert 
system containing calculated, experimental, and data 
acquired by experts during the operation of the СTS. 

To support decision-making on assessing the risk of 
СTS failures based on a priori and a posteriori data, as 
well as when searching for failed elements and system 
components in order to increase the efficiency of their 
operation, a method based on dynamic Bayesian trust 
networks (DBТN) is used [8, 9].  

The use of DBТN makes it possible to determine 
with great accuracy the elements and components of the 
СTS that are closest to the critical state and their failure.  

The task is solved by using a constant system of 
polling all elements of the system at its various levels 
for a specific period of time. 

This allows, with the help of DBТN, to study 
extreme situations and accurately determine the critical 
values of the risk of failure of elements and components 
of the СTS.  

The reliability of the STS can be assessed based on 
the results of diagnosing the technical condition of 
elements and components in the form of a risk of failure 
[10–12]. 

The construction and study of the DBТN probability 
of loss of performance, assessment of the risk of failure 
of elements and components of the СTS was carried out 
using the GiNIe software product [13].  

The decision support strategy used when searching 
for failures of elements and components of ship СTS 
consists of a number of stages (Fig. 1).  
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The developed DSS operates in the following 
decision support modes:  

 mode of integral assessment, in which the 
system indicates the possible degrees of risk of 
failure of elements and components of the 
vehicle at different times. Evaluates their 
criticality. Forms recommendations for the 
restoration or replacement of elements and 
components depending on their impact on the 
СTS;  

 differential assessment mode, in which the 
system evaluates each of the hierarchies of 
technical systems according to the category 
“system-element”. Generates recommendations 
similar to the first mode;  

 search mode, in which the system models 
possible malfunctions and failures of elements 
and components with various target search 
functions. The goals of the search are to find 
critical and vulnerable points of the system, to 
evaluate various options for preventing the 
system. 

 
Figure 1.  Decision support strategy when searching for failures in 

STS 

Тhe model of an intelligent system m for assessing 
and predicting the risk of failure of components of a 
complex technical system in the form of a DBTN can be 
written as follows: 

 

where M – is the set of subsystems (elements) of the 
CTS; S – a set of intersystem (interelement) links of 
CTS; R – a set of diagnostic assessments of the risk of 
failures of subsystems (elements), intersystem 
(interelement) links of CTS; L – mapping of connections 
between the sets M, S and R, based on the CTS 
diagnostic model.  

The initial data for constructing an intellectualization 
model for assessing the technical condition of complex 
systems using the example of a ship power plant (SPP) 
are: the diagram and principle of operation of the 
system; probability of failures of system elements and 
components [14].  

When modeling the DBTN SPP (Fig. 2), for various 
values of the risk of failure of a component at the input 
of the network, the values of the risk of failure of 
functionally interconnected elements and components 
were determined for 20,000 hours of operation of the 
SPP.  

Symbols of elements and components of the control 
system in DBTN (Fig. 2): Fire fighting system – FFS; 
Remote automated control system of the main engine – 
RACSME; Main engine – ME; Control system for 
propulsion and steering complex –CSPSC; Transfer of 
power from the main engine to the propeller – TPMEP; 
Propulsion and steering complex – PSC. 

 

Figure 2.  Risk of failure of elements and components of the power 

plant 

The intended purpose of using DBTN in assessing 
the risk of failure of elements and components of СTS is 
a posteriori conclusion.  

A priori data are converted into a posteriori 
assessment of the risk of failure, which in turn is a priori 
information for processing new information. The 
posterior inference is based on the data analysis 
procedures resulting from the use of DBTN. 

The proposed principle of operation of an intelligent 
system, its structure using the example of an SPP, 
reflected in the method and model for assessing the risk 
of failure of elements and components of the СTS, 
should be considered as conceptual. 

The described method, the presented model of an 
intelligent system for assessing the risk of failures of 



Modeling, control and information technologies – 2023 

STS on network infrastructures, as a result of the studies 
carried out, confirmed the relative insensitivity to 
incomplete data of elements and components of the 
system. 

The functioning of the developed DSS is based on an 
assessment of the risk of failure of elements and 
components of the СTS. Those on criteria that reflect 
taking into account the specifics of the interaction of 
various elements and components, the correlation of 
changes in the values of their parameters under various 
emergency operating conditions of a complex system. 

Application of the obtained research results allows 
us to ensure: 

 formation of principles for the construction and 
operation of an intelligent system for diagnosing 
and predicting the risk of СTS failures;  

 creation of an intellectualization model for 
assessing the technical condition of the risk of 
СTS failures based on diagnostic criteria, which 
is relatively insensitive to incomplete 
technological data of elements. components of 
complex systems;  

 creation of an intellectualization model for 
assessing technical condition, based on the use 
of a priori information about failures, 
connecting the types of states of elements, 
components of complex systems and their 
diagnostic features in the form of failure risk; 

 identifying the most vulnerable elements and 
components of the СTS and solving the problem 
of determining the causes of their failures 
depending on the risk of failures when 
diagnosing the technical condition of systems. 

III. CONCLUSION 

The results of developing a diagnostic model for a 
complex technical system with incomplete technological 
data and its implementation in an intelligent system for 
assessing the risk of failure of elements and components 
using the example of a ship's СTS made it possible to 
obtain a priori information about the technical condition.  

Types of technical condition of elements. 
components are identified on the basis of diagnostic 
features of a complex system using the example of a 
ship power plant. 

The technical condition of a complex system was 
assessed using a posteriori inference in Bayesian belief 
networks. In the course of the research, the results of the 
functioning of the intelligent system for diagnosing the 
risk of failures of the СTS, which allows identifying the 
most vulnerable elements and components of the 
system, were assessed.  

The presented model for assessing the risk of failure 
of elements and components can be considered as a 
conceptual model of an intelligent system for assessing 
failures of complex technical systems on network 
infrastructures, which is relatively insensitive to 
incomplete technological data.  

The use of the developed method and model when 
searching for the causes of failures in complex technical 
systems makes it possible to control the values of the 
risk of failures in systems when information about 
failures in their structures is received. 
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